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// Unlock Config Zone

ucData[0] = Oxdd;
ucData[1] = 0x42;
ucData[2] = 0x97;
ucReturn = cm_ VerifySecureCode(ucData);

Unlock Config Zone [{JZ 5] Agk, 1H—BIGLAIEMTASTT o, Fr A3 IS B0 AT
DD4297 NAZLEAT 4G N N A REIL, W B2 E e, BER AT DARC B

IR 4 ATl i, S 280, Wk Btis %, =Rt 4
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SUITR] T35 A AR e e Wk I PR ) B3 24E T SecureCode 1M H & X IR HIIE, AKX F IC
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6 7EMi // Write Control for user zone 3 and set user zone X #7; B &I, B %L cm_SetUserZone
BAT AN, B NS 5 2R 2 K 8UR 5 ) return A7 18] &, 48 T 34 BR B return 20
CM_LOW_LEVEL.ReceiveRet(ucCM _InsBuft,0);

uchar cm_SetUserZone(uchar ucZoneNumber, uchar ucAntiTearing)

{

uchar ucReturn;

ucCM_ InsBuff[0] = 0xb4;

if (ucAntiTearing) ucCM_InsBuff[1] = 0x0b;

else ucCM_InsBuff]1] = 0x03;
ucCM_InsBuff][2] = ucZoneNumber;

ucCM_ InsBuff][3] = 0x00;

// Only zone number is included in the polynomial
cm_GPAGen(ucZoneNumber);

if ((ucReturn = CM_LOW_LEVEL.SendCommand(ucCM_InsBuff))!= SUCCESS) return
ucReturn;

// save zone number and anti-tearing state



ucCM_UserZone = ucZoneNumber;
ucCM_AntiTearing = ucAntiTearing;

// done
return CM_LOW_LEVEL.ReceiveRet(NU LL,0);
}
b i CM_LOW_LEVEL.ReceiveRet(NULL,0); B4 N return

CM_LOW_LEVEL.ReceiveRet(ucCM_InsBuff,0); NRFE - & 4L s
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Wt 138 securecode tHICIERLE [ o ALK I AT LU C B ebr EAL I P IX V7 i), 24 Bt
B eeprom H .

P B0 R
1 HERIA SecureCode (0xdd4297) ##4T Unlock Config Zone.
// Unlock Config Zone

ucData[0] = Oxdd;
ucData[1] = 0x42;
ucData[2] = 0x97;
ucReturn = cm_ VerifySecureCode(ucData);
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data[0]=0xD7;//ARnormal authentication, encrypted required



data[1]=0x23;//PR
cm_WriteConfigZone(0x20, data, 2, 0);
data[1]=0x63;//
cm_WriteConfigZone(0x22, data, 2, 0);
data[1]=0xa3;//
cm_WriteConfigZone(0x24, data, 2, 0);
data[1]=0xe3;//
cm_WriteConfigZone(0x26, data, 2, 0);
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ucReturn = cm_ActiveSecurity(1, ucG, NULL, TRUE);# IR [F1{5 v 0 WYGIEIn &5t (75 ) #2

f? SITARIEHFEF) » ViR X, 3 key B securedata, & A& 7595 2 T 1A% =X,
RN EHHAT, SRR AT AR R

RIS 25 PIRAS T e, 18 KA N MIR 7 (2% datasheet 1] 28 T1)

S
T N3
A A AT
R READ C co
T Command Address 1 Address 2 N K KP
[ ] sooxxwoo | | oooooooo | | oa6-—a0 | | n7——no d7—-—0 | | d7——d0 | | ]

A A A A Data Datax N

C C C C

K K



1
Stm32 MRE: iic A S FF EiDiX R, B R LR

Figure 8-4. Random Read Command
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1 B2 #E 1) cm_ReadConfigZone PR B 1) ucCM_InsBuff[0] = 0xb0; )i datasheet ] 29 T,
FHE 1, ucCM_InsBuff[0] = 0xb6.

2 WAL dic JeH o FIR 5 ANES i

3K Cm_i2c.c MRS, HARKTIERETF, HIAM nacktest &8 T L8 Fil E M2 —A
NACK T34 4R & .

M) fi:  datasheet R ANV S 2 il i) 7 1) Write command  BAR T xxxxxxx0, FLH & VAN
A FrHbE b, B 0xbxxx0, fHAE 0xb2,0xb4 & H HABMHIE, kKT,

XA mtz B 4F
ucData[0] = 0x78;
ucData[1] = 0x34;
ucReturn = cm_WriteConfigZone(0x0A, ucData, 2, FALSE);
ucData[0] = 0x00;
ucData[1] = 0x00;
ucReturn = cm_ReadConfigZone(0x0A, ucData, 2);
USART _SendByte(USART1,ucData[0] );
USART _SendByte(USART1,ucData[1] );

AP X 3 de B SGNIEINER,  Hofh = Oy brER
XX 0 BEAT R 3R a T

ucReturn = cm_SetUserZone(0, FALSE);  //i%[A] 0 i BEEAE e Th, X 0 X A
// ucReturn = cm_SetUserZone(1, FALSE); %} 1 X #:4F
USART_SendByte(USART1,ucReturn );

for (1= 0; 1< 32; ++i) ucData[i] = 0x78-i;
ucReturn = cm_WriteSmallZone(0, ucData, 16);//%} 0 X2 —T1 5, —I AN 16 77
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ucReturn = cm_WriteSmallZone(1, &ucData[16], 16);//X} 0 X5 — 15

USART _SendByte(USART1,ucReturn );

for (1= 0; 1< 16; ++i) ucData[i] = 0x00;
ucReturn = cm_ReadSmallZone(0, ucData, 16);/%} 0 X152 1 7T

for (i=0;1<16; ++i) USART_SendByte(USART1,ucData[i] );
ucReturn = cm_ReadSmallZone(1, ucData, 16);//%} 0 X 15 2 7T

X IX 3 44
ucReturn = cm_ActiveSecurity(1, ucG, NULL, TRUE); /&2 IAENE, @il A fexf 3 Xk
USART SendByte(USART1,ucReturn );
ucReturn = cm_SetUserZone(3, FALSE); /#8 /X 3 X #4F
for (1= 0; 1< 16; ++i) ucData[i] = 0x00;
ucReturn = cm_ReadSmallZone(0, ucData, 16);/15 H £

for (1= 0; i < 16; ++i) USART SendByte(USART1,ucData[i] );// &7~ Z

for (1= 0; 1< 16; ++i) ucData[i] = 0x89-i,

ucReturn = cm_WriteSmallZone(0, ucData, 16);// 2 37 5 H 4 i3k %
USART_SendByte(USART1,ucReturn );

ucReturn = cm_SendChecksum(NULL); /& 1585, ANEEANS, 7505 At X

for (1= 0; 1< 16; ++i) ucData[i] = 0x00;
ucReturn = cm_ReadSmallZone(0, ucData, 16); /13 H 24

for (i=0;1<16; ++i) USART SendByte(USART1,ucData[i] ); /.7~ £

PG 2L, RIEWTRT 0x07
ucReturn =cm_ReadFuse(ucData);
USART_SendByte(USART1,ucReturn);
USART_SendByte(USART1,ucData[0]);

ERGHRRII UG, 4% AT88SC0104C HF sz s, 1AMz )5, BLE
AHER, X TRRraERE. BT
1) mE 22 ST A4S N 06H;



2) B ET AR E N 04H;
3) B2 bR E A2 E N 00H.

ucReturn =cm_BurnFuse(0x6);
USART SendByte(USART1,ucReturn);
ucReturn =cm_BurnFuse(0x4);
USART SendByte(USART1,ucReturn);
ucReturn = cm_BurnFuse(0x0);
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start

[2014:08:26:13:40:26] [3FUN I charmel 4 config fail:
id =36

[2014:05: 26:13:40:27] (U I channel 4 uszer ronel ok
[2014:05: 26:13:40:27] [($U I channel 4 uszer ronel ok
[2014:05: 26:13:40: 28] (U I channel 4 uszer rone? ok
[2014:05: 26:13:40: 28] (U I channel 4 uszer roned ok
[2014:08:26:13:40:30] [3FUE IVerifySecureCade fail
CH 4:2,54,1,1,0,0,5

miils & alats L o 0 SRR = e S

=

25Hl
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[2014:08:26:13:36: 121 (4 ] charmel 4 config fail: |
id =38

[2014:08:26:15:36: 121 [Ur channel 4 user ronel activesecurity f
[2014:08:26:15:36: 121 [#UN ] charmel 4 user ronel fail:
[2014:08:26:15:36: 131 [#8UN ] charmel 4 user ronel fail:
[2014:08:26:15:36: 131 [BUN lchannel 4 user rone? ok
[2014:08:26:15:36: 131 [BUF lchannel 4 user roned ok
[2014:08:26:13:36: 18] [ vrite ne fail

i O e e

[2014:08:26:13:36: 18] [ vrite ne fail

i O e e
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void cm Delay (uchar ucDelay)

{

uint ucTimer;
//ucTimer = 7200/AT88SC_CLOCK ; //##If), 5K AEAq
ucTimer = 720/AT88SC CLOCK; //34k
// ucTimer =20;//46k
//ucTimer =10;//71k  FLTykEiE VerifySecureCode TCiBUFIA F

while (ucDelay)
{

while (ucTimer) ucTimer——:
ucDelay—:;

}

}

FRFEUEH: EREXAS clk AREKE, 1E 20140904 iX K, NI JUAN AR R,
HHORIGAE clk MR, KRIUXES clk nfCAE;, Aoy, FrLANaIZ 2 Fidn
BE R . 8RR B AR, clk AR 222K # n) .

void cm Delay (uchar ucDelay)

{

uint ucTimer;
//ucTimer = 7200/AT88SC_CLOCK ; //&#If), 5K AEAi
/% ucTimer = 720/AT88SC CLOCK; //34k
// ucTimer =20;//46k
//ucTimer =10;//71k
//ucTimer =1;//147k
while (ucDelay)



while (ucTimer) ucTimer——:
ucDelay—:

}

*/

2: KA Cm Password XA HIBAZL cm VerifyPassword B i)

CM_LOW_LEVEL. WaitClock (3, channel) ; BJF¥, 3 NH4A. Z5RA P, BPIEE =
e lR B R

T B g 5] AR B R AT

B R R A O DATA LO (channel) ; yERE gt ol LA o

void cm WaitClock (uchar loop, uchar channel)

{

uchar 1, j;

//CM _DATA LO(channel); //20140902

for (j=0; j<loop; j++) {
cm Start (channel) ;
for(i = 0; i<15; i++) cm ClockCycle (channel) ;
cm_Stop(channel) ;

}



3: ¥ stop RIFFEEAIRI TR REA, BPT B 20 6 B 2% ([ B AN 21 ms 2K
FHE 75 A B twr SR Tms £ 4. FTLAREAS ZE 8ms ELICARRG . FT DA B oE B
S em_i2c BIRREL cm Stop, HYMNE Y

N T ERIFECR I LER BREX /33N T delay nms () BRI,
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SCL: Serial Clock, SDA: Serial Data /0
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The write cycle time ty,g is the time from a valid stop condition of a write sequence to the end o

bl Jmbmvmn]l alsashiaelba scamla

void cm Stop (uchar channel)

{
//CM_DATA OUT; // Data line must be an

output to send a stop sequence

CM_DATA OUT (channel) ;

cm Clocklow(channel) ;

//CM _DATA LO;

CM DATA LO(channel) ;

cm Delay (4) ;

cm Clockhigh (channel) ;

cm Delay (8) ;



CM DATA HI (channel) ;
cm Delay (4) ;
//cm Delay (200) ;//test
delay nms(8) ;//20140902
}
WISy o AESX em_i2¢ Hh.

void delay nms(uint n)

f
1

uint i,j;
for (i=n;i>0;i--)
{
for (j=6400;j>0;j--);

H
}
20140903  ARHERCASE N AP 7] &l
l H

+0.4 ms
5

XA, H 9 A SCL Bk AE 7 AN, JRIZ 6 ket XA EERIA—
N WEREZ R T 6 ket SlFR; WRER AT, EBde T

XNAEE —NFA R em 12¢ FHIRE em WaitClock Bibr=4:, f£F M
R BN IR, SO 9 HIEH .

void cm WaitClock (uchar loop,uchar channel)

{

uchar 1, j;

//CM_DATA LO(channel) ; //20140902



for (j=0; j<loop; j++) {
cm Start (channel) ;
for(i = 0; i<15; 1i++) cm ClockCycle(channel);

cm_Stop(channel) ;

}
}

ERANTFUGFAT 2 0T, SCL #A — N f bk, JRE EAS R, gLk
I Af/
SAE em i2c FIBREL cm Start O JERBR NiAE A

void cm Start (uchar channel)
{//iic start, clk=1then da from 1 to 0
// Data line must be an output to send a

start sequence

CM_DATA OUT (channel) ;

//cm Clocklow (channel) :

CM DATA HI (channel) ;

cm Delay (4) ;

cm Clockhigh (channel) ;

cm Delay (4) ;

CM DATA LO(channel) ;

cm Delay (8) ;

cm Clocklow(channel) ;

cm Delay (8) ;
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